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Abstract: The convergence of the Internet of Things (IoT) and cloud
storage has created data ecosystems in which billions of heterogeneous
devices generate, upload and consume sensitive data through third-party
infrastructure. Conventional access control, which relies on a trusted
central authority, is increasingly mismatched with this setting: it introduces
single points of failure, offers limited auditability, and scales poorly across
administrative domains. Blockchain technology has therefore emerged as
a promising foundation for decentralized, tamper-evident and auditable
access control. This review systematically examines 39 peer-reviewed
studies published between 2023 and mid-2025 on blockchain-based data
access control for IoT-enabled cloud storage. It first consolidates the
background on access control models, blockchain primitives and the
underlying threat model. It then proposes a six-dimensional taxonomy
covering crypto-enforced access control, smart-contract policy
enforcement, identity and authentication, zero-trust and Al-assisted
control, storage-layer services, and consensus and scalability. A structured
comparison of representative schemes reveals a clear convergence towards
hybrid designs that combine attribute-based encryption, permissioned
ledgers and off-chain storage such as the InterPlanetary File System, while
also exposing heterogeneous and rarely reproducible evaluations. Building
on these findings, the review synthesizes a layered reference architecture,
termed CSDA-BT (Cloud Storage Data Access control based on
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Blockchain Technology), that maps the surveyed techniques onto an end-
to-end workflow with a self-adaptive policy loop. Finally, it identifies open
challenges, including scalability and latency, revocation cost, regulatory
compliance with immutable ledgers, smart-contract security, post-quantum
readiness and the lack of standardized benchmarks, and outlines research
directions for each. The review is intended as a practical roadmap for
researchers and cloud service providers designing secure, scalable and
cost-effective loT data platforms.

Keywords: Blockchain; Access control; Cloud storage; Internet of Things;
Attribute-based encryption; Zero trust

1. Introduction

Cloud storage has become the default repository for data produced by the Internet of Things (IoT).
Sensors, wearables, industrial controllers and smart-home devices continuously stream measurements to
remote data centres, where the data are stored, processed and shared with a growing set of consumers,
including clinicians, operators, analytics services and business partners [1,2]. This model relieves small and
medium-sized enterprises of the cost of dedicated storage infrastructure and offers elastic capacity on a pay-
per-use basis. However, it also moves sensitive data outside the owner's administrative control. Once
uploaded, data are exposed to curious or compromised cloud operators, to misconfigured access policies,
and to adversaries who target the weakest device or credential in a very large attack surface [3,4].

Access control is the mechanism that decides who can perform which operation on which data under
which conditions. Classical models such as role-based access control (RBAC) and attribute-based access
control (ABAC) are designed around a trusted reference monitor operated by a single organization. In loT—
cloud ecosystems this assumption breaks down in several ways. First, data flows span multiple
administrative domains (device vendors, cloud providers, edge operators and data consumers) that do not
fully trust one another [5,6]. Second, a centralized policy decision point is a single point of failure and a
high-value target. Third, authorization decisions are rarely auditable by the data owner, which is
problematic under regulations that require demonstrable accountability [7]. Fourth, the scale and dynamism
of IoT populations make manual credential and policy management impractical [8].

Blockchain technology addresses several of these shortcomings. A blockchain is an append-only ledger
replicated across mutually distrusting nodes that agree on its content through a consensus protocol. Records
are chained by cryptographic hashes, so any retrospective modification is detectable, and smart contracts
allow policy logic to be executed deterministically and transparently by all participants [1,9]. When applied
to access control, these properties yield decentralized policy enforcement, tamper-evident audit trails, and
trust among parties that do not share a common authority [3]. Since 2023 the literature on this topic has
expanded rapidly, combining blockchain with attribute-based encryption (ABE), decentralized identifiers,
zero-trust principles, federated learning and post-quantum cryptography [10-13].

Several surveys have examined parts of this landscape (Table 1). They focus, respectively, on
blockchain-based access control in the cloud [3], on blockchain—IoT integration in general [1,2], on
decentralized identity [8,14], on zero trust [4], on zero-knowledge proofs for identity [15], on sharding [16]
and on redactable ledgers [7]. To the best of the authors' knowledge, none of them has jointly analysed the
cryptographic, contractual, identity, storage and scalability dimensions of access control for loT-enabled
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cloud storage using the most recent (2023-2025) literature, nor has any translated the findings into a

implementable reference architecture. This review aims to fill that gap.

Table 1: Positioning of this review with respect to recent related surveys

Survey Year Primary focus Complementary contribution of this review

[3] 2024 Systematic review of blockchain-based Adds IoT device constraints, zero-trust/Al and
access control in cloud environments (118 post-quantum trends; proposes a reference
papers, 12 paradigms) architecture

[1] 2023 Blockchain-based IoT: trends, applications ~ Focuses specifically on data access control for
and challenges cloud storage

[2] 2024 IoT-blockchain security, integration Compares concrete access-control schemes and
strategies and consensus their evaluations

[8] 2023 Blockchain-based decentralized Links identity to authorization, storage and
identification in IoT revocation

[4] 2024 Multidimensional survey of zero-trust Analyses how zero trust is realized on blockchain
security for IoT ledgers

[15] 2024 Zero-knowledge proofs for blockchain- Places ZKP within an end-to-end access-control
based identity sharing workflow

[16] 2023 Sharding blockchains: models, components ~ Relates scalability techniques to access-control
and attack surfaces latency

[7] 2023 Redactable blockchains and GDPR Connects redaction to data-lifecycle and access
compliance policies

This review 2025 Blockchain-based data access control for  Six-dimensional taxonomy, comparative

IoT-enabled cloud storage (2023-mid-
2025)

analysis, CSDA-BT reference architecture,
research roadmap

The main contributions of this article are as follows:

The
3 prese

A structured review of 39 peer-reviewed studies published between 2023 and mid-2025 on
blockchain-based data access control for [oT-enabled cloud storage, following an explicit search and
selection protocol.

A six-dimensional taxonomy that organizes the field into crypto-enforced access control, smart-
contract policy enforcement, identity and authentication, zero-trust and Al-assisted control, storage-
layer services, and consensus and scalability.

A comparative analysis of representative schemes with respect to their mechanisms, ledger and
storage choices, security features and reported performance, together with the main trends that
emerge from it.

A layered reference architecture, CSDA-BT, that consolidates the surveyed techniques into an end-
to-end workflow for registration, storage, authorization, retrieval, auditing and revocation,
complemented by a self-adaptive policy loop.

A research roadmap that links each open challenge to its root cause and to the most promising
directions reported in the literature.

remainder of this paper is organized as follows. Section 2 describes the review methodology. Section
nts the background and threat model. Section 4 introduces the taxonomy and reviews each category.

Section 5 compares representative schemes and discusses emerging trends. Section 6 presents the CSDA -

BT reference architecture. Section 7 discusses open challenges and future research directions, and Section
8 concludes the paper.
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2. Review Methodology

The review follows the widely used identification—screening—eligibility—inclusion procedure
summarized in Figure 1. It is guided by four research questions (RQs):

e RQI: Which blockchain-based mechanisms have been proposed since 2023 to control access to [oT

data stored in the cloud?

e RQ2: How do these mechanisms differ in their cryptographic primitives, ledger platforms, storage

models and security properties?

e RQ3: How have the proposed schemes been evaluated, and what performance do they report?

e RQ4: Which challenges remain open, and which research directions are most promising?

Searches have been conducted in IEEE Xplore, ScienceDirect, SpringerLink, MDPI, Wiley Online
Library and Google Scholar using combinations of the terms blockchain, access control, attribute-based
encryption, cloud storage, data sharing, Internet of Things, zero trust and decentralized identity. The
inclusion criteria are: (IC1) peer-reviewed journal article published between January 2023 and June 2025;
(IC2) blockchain used as an integral part of an access-control, authentication or data-sharing mechanism;
(IC3) relevance to IoT and/or cloud or decentralized storage; and (IC4) a technical evaluation, security
analysis or systematic literature analysis. The exclusion criteria are: (EC1) non-English publications; (EC2)
papers that mention blockchain only as a motivation; (EC3) short abstracts, editorials and non-peer-
reviewed preprints; and (EC4) studies focused solely on cryptocurrency or financial applications. Surveys
that satisfy IC1-IC3 are retained to position the review and to inform the taxonomy.

Keyword search in IEEE Xplore, ScienceDirect,

aps . SpringerLink, MDPI, Wiley and Google Scholar

Identification - (blockchain AND access control AND
(cloud storage OR I0T)), 2023 - mid-2025

¥

Duplicate removal; title and abstract
Screening - screening against inclusion criteria
(IC1-IC4) and exclusion criteria (EC1-EC4)

v

Full-text assessment: technical depth,
Eligibility —> explicit access-control mechanism,
evaluation or systematic analysis

v

39 peer-reviewed studies
Inclusion — (8 in 2023, 19 in 2024, 12 in 2025)
coded along six taxonomy dimensions

Figure 1: Study identification and selection procedure

Each included study is coded according to its application domain, access-control model, cryptographic
primitives, ledger platform, storage architecture, revocation support, privacy features and evaluation
method. Figure 2 shows the distribution of the 39 studies by publication year and by primary taxonomy
category. The number of publications in 2024 is more than twice that of 2023, and the 2025 count, which
covers only the first half of the year, already exceeds the 2023 total, confirming the growing interest in the
topic. Surveys and crypto-enforced schemes are the largest groups, whereas zero-trust and Al-assisted
control is the fastest-growing category in 2025.
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(a) By publication year (b) By primary taxonomy category
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Figure 2: Distribution of the reviewed studies (*2025 covers January—June)

3. Background and Threat Model

3.1 IoT-enabled cloud storage and data access

Figure 3 illustrates the conventional data access model in loT-enabled cloud storage. Clients and IoT
gateways upload data through a web interface or an application programming interface (API) to storage
servers operated by a cloud service provider (CSP), where the data are stored and backed up, and authorized
users download or query them through the same interface. The CSP operates the policy decision and
enforcement points, maintains the access logs and holds, or can obtain, the keys protecting the data, so
confidentiality and integrity depend entirely on a single provider [3,17].
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Figure 3: Conventional data access model in loT-enabled cloud storage
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3.2 Access control models

RBAC assigns permissions to roles and users to roles; it is simple to administer but coarse-grained and
static. ABAC evaluates policies over attributes of the subject, object, action and environment, which
enables fine-grained and context-aware decisions that suit heterogeneous loT populations [9,18]. Formally,
an ABAC policy decision point computes

Decision(s, 0,a,e) = Permit if P (Attr(s), Attr(o), a, Attr(e)) = true for some P, €
P; Deny otherwise (1)

where s, 0, a and e denote the subject, object, action and environment, Attr(-) returns the attribute set of
an entity, and P is the set of applicable policies. Ciphertext-policy attribute-based encryption (CP-ABE)
enforces a similar logic cryptographically: the data owner encrypts data under an access structure A, and a
user holding a secret key for attribute set S can decrypt only if S satisfies A:

Dec(SKs,CTy) = M < S EA )

CP-ABE removes the need to trust the storage server for confidentiality, but introduces challenges in
key escrow, attribute revocation and decryption cost on constrained devices, which much of the recent
literature has addressed [10,19,20]. Usage control (UCON) further extends ABAC with continuous
evaluation of obligations and mutable attributes during access [6].

3.3 Blockchain primitives relevant to access control

A blockchain groups transactions into blocks, each of which stores the hash of its predecessor. The
header of block i is linked to the chain as

h; = H(hi—y || MR; || ts; || nonce;) (3)

where H is a collision-resistant hash function, MR; is the Merkle root of the transactions in the block and
ts; is a timestamp. Altering any recorded authorization event changes MR; and therefore every subsequent
hash, which makes tampering evident to all nodes [1]. Consensus protocols determine how nodes agree on
new blocks. Permissionless ledgers such as Ethereum typically rely on proof of stake, whereas permissioned
ledgers such as Hyperledger Fabric use crash- or Byzantine-fault-tolerant ordering among known
organizations and achieve much higher throughput at lower cost [9,21]. Lightweight variants, including
proof of authority (PoA), delegated proof of stake (DPoS) and proof of authentication (PoAh), have been
adapted to IoT and edge settings [22—24]. Smart contracts, i.e., programs stored and executed on the ledger,
encode access policies, attribute registries and revocation lists so that every authorization decision is
executed identically by all validators and recorded immutably [18,25].

3.4 Entities, trust assumptions and threat model

Figure 4 depicts the entities commonly assumed in the reviewed schemes. The data owner outsources
data to a public cloud and defines access policies. The data user requests access and receives credentials
from a semi-trusted authority, which issues attributes or keys. An auditor traces access requests and results
and, in case of disputes, a judge entity evaluates evidence. The public cloud is typically modelled as honest-
but-curious: it follows the protocol but attempts to learn the stored data [17,20].
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Figure 4: Entities and trust relationships in cloud storage data access control

Across the reviewed literature, the threat model comprises: (i) a curious or compromised CSP that tries
to read or modify data; (ii) unauthorized or revoked users, possibly colluding, who try to combine attributes
to satisfy a policy; (iii) compromised IoT devices that inject forged data or requests; (iv) a malicious or
single-point-of-failure key authority that can escrow or leak keys [19,26]; and (v) network adversaries that
perform replay, man-in-the-middle and denial-of-service attacks [11,27]. The corresponding security
requirements are data confidentiality, integrity, fine-grained authorization, efficient revocation,

accountability through verifiable audit logs, privacy of identities and policies, and availability.

4. Taxonomy of Blockchain-Based Access Control for IoT-Enabled Cloud Storage

Based on the coding described in Section 2, the literature is organized into six complementary
dimensions (Figure 5). A single scheme often spans several dimensions, so each study is classified by its

primary contribution.
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Blockchain-based data access control for IoT-enabled cloud storage
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Figure 5: Taxonomy of blockchain-based data access control for IoT-enabled cloud storage

4.1 Crypto-enforced access control

Crypto-enforced schemes bind authorization to decryption capability, typically through CP-ABE, so that
even the storage provider cannot read the data. Blockchain is used to remove the trusted key authority, to
publish public parameters and policies, and to record access events. Yan et al. [17] combined blockchain
with attribute-based searchable encryption: encrypted files were stored in the InterPlanetary File System
(IPFS), metadata and indexes were kept on-chain, and the scheme supported policy confidentiality, attribute
revocation and proxy-assisted encryption and decryption, while resisting chosen-plaintext and keyword-
guessing attacks. Almasian and Shafieinejad [20] integrated smart contracts with ABE for cloud file sharing
and introduced an access-polynomial mechanism that revoked users without any communication with non-
revoked users. Xu et al. [10] proposed an IoT framework that supported dynamic attribute updates and
hidden policies, enabling bidirectional data sharing without disclosing the access structure.

A second line of work targeted the key-escrow problem. Yang [19] presented BDAE, which used
blockchain-coordinated distributed key generation among multiple authorities to eliminate single points of
failure in multi-authority ABE while reducing user-side computation. Song et al. [26] employed attribute-
based signcryption together with a multi-agent system, IPFS storage and on-chain validation, providing
confidentiality and verifiable integrity in a single primitive. In the healthcare domain, Raj and Prakash [28]
combined smart contracts, elliptic curve cryptography (ECC) and CP-ABE to manage medical data
generated by IoT devices. Looking ahead to quantum adversaries, Pan et al. [13] designed a lattice-based
attribute-based access control scheme for blockchain-empowered metaverse data management, indicating
that post-quantum ABE is becoming practical for ledger-anchored data sharing.

Discussion. Crypto-enforced schemes offer the strongest confidentiality guarantee because the storage
provider never sees plaintext and cannot override policies. Their main weaknesses are the computational
cost of pairing-based operations on constrained devices, the complexity of revoking attributes without re-
encrypting large volumes of data, and the difficulty of expressing context-dependent conditions (for
example time or location) inside a static access structure. Blockchain mitigates the trust problem in key
issuance and makes policy changes auditable, but it does not by itself reduce cryptographic cost; outsourced
decryption and gateway-assisted designs therefore remain essential companions [17,28].
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4.2 Smart-contract policy enforcement

In this category, authorization decisions are computed by smart contracts rather than by decryption.
Pancari et al. [9] compared Ethereum and Hyperledger Fabric implementations of ABAC for smart homes
and showed a trade-off between the programmability and openness of Ethereum and the modularity of
Fabric. Tian and Tian [25] proposed RT-ABAC, which treated device reputation and tokens as attributes
evaluated by smart contracts and offloaded bulk data to IPFS to improve throughput. Zhonghua et al. [18]
introduced SC-ABAC, which executed attribute-based policies at the edge with linearly growing query time
and lower energy consumption than proof-of-work designs. Bathula and Sreenivasulu [29] presented
BlocFogSec for fog-assisted loT, reporting lower latency and higher throughput than existing approaches,
and Tabhir et al. [30] demonstrated an Ethereum-based electronic health record framework that improved
privacy, interoperability, auditability and automation. These works show that on-chain policy evaluation is
feasible for moderate request rates, provided that heavy data and computation are kept off-chain.

Discussion. Contract-based enforcement is highly expressive and naturally supports dynamic attributes
such as reputation, time windows and device state. However, the storage provider still holds decryptable
data unless contract decisions are combined with encryption, and every policy evaluation incurs ledger
latency and, on public chains, transaction fees. Contract code also becomes part of the trusted computing
base, so programming errors translate directly into authorization errors [31].

4.3 Identity and authentication

Reliable identities are a prerequisite for any authorization decision. Decentralized identifiers (DIDs) and
self-sovereign identity (SSI) allow devices and users to control their own verifiable credentials anchored
on a ledger. Hosseini et al. [8] reviewed blockchain-based decentralized identification frameworks for IoT
and highlighted their limitations in constrained environments. Yang et al. [32] proposed BDIDA-IoT, a
DID-based architecture that improved the efficiency of IoT data flows and mitigated data silos. Pava-Diaz
etal. [14] assessed nine SSI frameworks against established SSI principles and found substantial differences
in interoperability and DID-method support. At the device level, Cao et al. [5] built a federated Hyperledger
Fabric architecture for cross-domain device authentication in smart factories, and Alabdulatif [22]
combined blind signatures, smart contracts and PoA consensus to provide privacy-preserving authentication
and access control for e-health users. Zero-knowledge proofs (ZKPs) complement these approaches by
allowing a subject to prove possession of required attributes without revealing them [15].

Discussion. 1dentity-centric approaches remove the dependence on a central identity provider and make
credentials portable across administrative domains, which is particularly valuable in multi-stakeholder IoT
deployments. Their open issues include key recovery for devices, the cost of credential verification on low-
power hardware, and interoperability between DID methods and wallet implementations [8,14].

4.4 Zero-trust and Al-assisted access control

Zero-trust architectures replace perimeter-based trust with continuous verification of every request [4].
Awan et al. [27] proposed ZAIB, which coupled zero-trust principles with ABAC and blockchain logging
and continuously analysed device behaviour. Nie et al. [11] realized zero-trust access control for 6G IoT
with inner-product encryption and smart contracts, reporting a 14% improvement in encryption efficiency
and an 18% reduction in data-access latency. Aleisa [33] presented a framework that combined quantum-
resilient key generation with ZKP-based authentication and reported 98% privacy preservation at a
throughput of 700 transactions per second (TPS). Dixit et al. [6] applied SSI and usage control to an
industrial IoT data marketplace so that access remained continuously monitored after it was granted. On
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the learning side, Odeh and Taleb [12] proposed BETAC-IoT, which integrated federated learning, smart
contracts and Merkle trees and reported 92% access-control accuracy and a 52% reduction in authentication
time. These studies indicate a shift from static, once-per-session authorization towards adaptive, risk-aware
decisions whose evidence is anchored on-chain.

Discussion. Zero-trust and Al-assisted designs are well matched to [oT environments, where device
behaviour changes and credentials can be stolen. Their effectiveness, however, depends on the quality of
the telemetry and on the robustness of the learning models, which can be targeted by poisoning or evasion
attacks. Anchoring trust scores and model updates on a ledger improves accountability, but continuous
verification increases the number of on-chain operations, which reinforces the need for lightweight
consensus and local caching of low-risk decisions [4,12].

4.5 Storage-layer services

Because ledgers are ill-suited to storing bulk data, most schemes keep ciphertexts off-chain and store
only hashes, pointers and policies on-chain. Wen et al. [21] integrated IPFS with Hyperledger Fabric to
support secure multi-group sharing with dynamic keys and smart-contract-based access control. Searchable
encryption allows authorized users to query encrypted data: He and Feng [34] designed verifiable
blockchain-based search with smart-contract fair payment, and Sun et al. [35] proposed a fast multi-
keyword ranked search scheme that kept secure indexes on-chain and files on IPFS. Proxy re-encryption
(PRE) lets a semi-trusted proxy transform ciphertexts for a new recipient without learning the plaintext; Pei
et al. [36] applied blockchain-assisted PRE to the Internet of Medical Things to prevent tampering with
data stored on cloud servers. Finally, the immutability of ledgers conflicts with the right to erasure.
Redactable blockchains based on chameleon hashes address this conflict [7]: Dong et al. [37] combined
chameleon hashing with multi-authority ABE in a consortium chain, and Huang et al. [38] proposed a
dynamically redactable blockchain with decentralized, traceable chameleon-hash trapdoors.

Discussion. Storage-layer services determine the usability of a blockchain-based storage system in
practice. Content addressing in IPFS provides integrity by construction, but availability depends on pinning
incentives or complementary cloud replication. Searchable encryption and PRE extend what authorized
users can do with encrypted data, while redaction mechanisms introduce a trapdoor holder whose
trustworthiness itself has to be controlled, typically through multi-authority or threshold designs [37,38].

4.6 Consensus and scalability

Latency and throughput are decisive for loT workloads. Haque et al. [23] showed that combining DPoS
with sharding improved the performance of blockchain-based IoT data sharing at rates of around 500 TPS.
Asaithambi et al. [24] proposed a PoAh-based edge architecture for industrial IoT that reduced
computational demands compared with proof of work. Studies of sharding [16,39] indicated that
partitioning the ledger could increase throughput substantially, but introduced cross-shard communication
overheads and new attack surfaces, such as single-shard takeover, that have to be considered when
authorization state is distributed across shards.

Discussion. Scalability research shows that the ledger need not be the bottleneck of an access-control
system if its role is carefully delimited: the chain records identities, policies, commitments and audit events,
while high-frequency decisions and bulk data are handled at the edge and in off-chain storage. The
remaining difficulty is to preserve consistent authorization state across shards, edge nodes and cloud
replicas, particularly during revocation, so that a revoked subject cannot exploit stale state in any partition
[23,29].
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5. Comparative Analysis and Discussion

5.1 Comparison of representative schemes

Table 2 compares representative schemes in terms of domain, core mechanism, ledger and storage
choices, security features and reported evaluation. Only characteristics stated by the respective authors are
listed; a dash indicates that the aspect is not the focus of the study.

Table 2: Comparison of representative blockchain-based access control schemes (2023-2025)

Ref. Domain Core mechanism Ledger / storage Key security features Reported evaluation
[17] Cloud Attribute-based Blockchain + IPFS Policy hiding, attribute Lower computation; CPA
searchable encryption revocation, proxy enc./dec. and keyword-guessing
resistance
[20] Cloud file ABE + smart contracts Blockchain + cloud Access-polynomial No messages to non-
sharing revocation revoked users
[10] ToT ABE with dynamic Blockchain Policy hiding, attribute Bidirectional sharing
attributes update
[19] Data sharing Decentralized MA-ABE Blockchain No single key authority Reduced user-side cost
(DKG)
[26] Data sharing Attribute-based Blockchain + IPFS Confidentiality and —
signeryption integrity
[28] IoT healthcare =~ CP-ABE + ECC + smart ~ Blockchain Fine-grained medical —
contracts access
[13] Metaverse Lattice-based ABE Blockchain Post-quantum security —
[25] IoT Reputation/token ABAC  Blockchain + IPFS Dynamic, fine-grained Improved throughput
policies
[18] 10T edge Smart-contract ABAC Blockchain Edge-side enforcement Linear query time; lower
energy than PoW
[29] ToT fog Smart contracts + Blockchain Secure fog data sharing Lower latency, higher
consensus throughput
[21] Multi-group Dynamic keys + smart Hyperledger Fabric + Integrity verification —
sharing contracts IPFS
[5] Smart factory Federated authentication =~ Hyperledger Fabric Cross-domain device —
authentication
[22] E-health Blind signatures + smart ~ Ethereum (PoA) Privacy-preserving Lower computation and
contracts authentication memory
[11] 6G IoT Zero trust + inner-product  Blockchain Fine-grained identity +14% encryption efficiency;
encryption management —18% latency
[33] ToT PQ keys + ZKP Blockchain Quantum-resilient 98% privacy preservation;
authentication 700 TPS
[12] IoT Federated learning + Blockchain + Merkle  Threat detection 92% accuracy; —52%
smart contracts trees authentication time
[36] IoMT Proxy re-encryption Blockchain + cloud Tamper prevention —
[35] Encrypted Multi-keyword ranked Blockchain + IPFS Secure indexes Fast, accurate ranking
search search
[37] Consortium Chameleon hash + MA- Consortium chain Redaction with access Prototype
data ABE control
[23] IoT data DPoS + sharding Blockchain — Scalable at ~500 TPS
sharing

5.2 Emerging trends and weaknesses

Several trends emerge from this comparison. (i) Hybrid on-chain/off-chain designs dominate. Nearly
all schemes store ciphertexts in IPFS or cloud servers and keep only hashes, policies and logs on-chain,
which reconciles immutability with storage cost [17,21,25,35]. (ii) Permissioned ledgers are preferred
for enterprise and IoT settings. Hyperledger Fabric and PoA-based deployments appear frequently
because they offer predictable latency, identity-aware membership and no transaction fees [5,9,22]. (iii)
Cryptography and contracts are complementary. ABE provides confidentiality against the storage
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provider, while smart contracts provide transparent policy logic and auditability; the most complete
schemes combine both [20,28]. (iv) Decentralizing trust in key management is a central theme,
addressed through distributed key generation and multi-authority designs [19,37].

At the same time, the analysis reveals important weaknesses. Evaluations are highly heterogeneous:
studies report different metrics (encryption time, gas cost, TPS, latency or accuracy) on different platforms,
network sizes and attribute counts, which makes direct comparison unreliable. Few works report end-to-
end latency or evaluate on real devices or at production scale, and security is usually argued only for the
cryptographic core, while smart contracts, oracles and off-chain components are rarely analysed, although
contract vulnerabilities are well documented [31]. These observations motivate the reference architecture
and research roadmap that follow.

5.3 Application domains and lessons learned

The reviewed studies also show domain-specific priorities. Healthcare and IoMT solutions emphasize
patient consent, privacy and interoperability [22,28,30,36]; industrial IoT solutions emphasize cross-
domain authentication, low latency and data marketplaces [5,6,24]; and smart-home solutions emphasize
lightweight, user-friendly policy management [9]. Generic cloud-sharing schemes focus on searchability,
revocation and fair payment [17,20,34].

Three lessons are drawn for practitioners. First, no single mechanism satisfies all requirements:
encryption protects against the storage provider, smart contracts provide transparent policy logic, and
decentralized identity provides trustworthy subjects, so robust systems combine all three. Second, the ledger
has to follow the trust model of the deployment: consortia with known participants benefit from
permissioned ledgers, whereas open ecosystems can justify public chains [9,21]. Third, performance claims
have to be interpreted with caution, because reported throughput and latency depend strongly on network
size, hardware and policy complexity [3,23].

5.4 Answers to the research questions

RQ1 (mechanisms). The reviewed studies rely on six families of mechanisms: attribute-based
encryption and its multi-authority, decentralized and post-quantum variants; smart-contract policy
enforcement; decentralized identity and authentication; zero-trust and Al-assisted control; storage-layer
services such as IPFS, searchable encryption, proxy re-encryption and redaction; and consensus and
scalability techniques (Sections 4.1-4.6).

RQ2 (differences). Schemes differ mainly in where enforcement occurs (in the cryptography, in contract
logic or in both), in the ledger type (permissioned ledgers dominate enterprise and IoT settings), in the
storage model (almost always hybrid on-chain/off-chain) and in the privacy features provided, such as
policy hiding, zero-knowledge proofs and anonymous credentials (Table 2).

RQ3 (evaluation). Evaluations combine security proofs with prototype measurements of computation
time, throughput, latency or detection accuracy. Metrics, platforms and workloads vary widely, and real-
device or production-scale evaluations remain scarce, which limits comparability (Section 5.2).

RQ4 (open issues). The main open challenges are scalability and latency, revocation and key
management, support for constrained devices, privacy and regulatory compliance, smart-contract and oracle
security, post-quantum readiness, and standardized benchmarking; the corresponding research directions
are summarized in Table 3 (Section 7).
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6. CSDA-BT: A Reference Architecture

To translate these findings into practice, a layered reference architecture, CSDA-BT (Cloud Storage
Data Access control based on Blockchain Technology), is synthesized. It is not a new cryptographic
scheme; rather, it organizes the best practices identified in Sections 4 and 5 into a coherent blueprint that
system designers can instantiate with the primitives most appropriate for their domain. As shown in Figure
6, CSDA-BT comprises three layers.

6.1 Architectural layers
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Figure 6: Layered CSDA-BT reference architecture

e Storage layer. Encrypted data objects are fragmented and stored off-chain in cloud servers or a
content-addressed network such as IPFS; only content identifiers and integrity hashes are recorded
on-chain [21,35].

e Blockchain layer. A permissioned ledger maintains attribute and identity registries, access policies,
revocation lists and an immutable log of transactions; smart contracts implement policy decision
and enforcement, and a lightweight consensus protocol suited to the deployment is used [9,23,24].

e Trusted program layer. Trusted computing components and a key management service (KMS)
generate and distribute keys, preferably through distributed or multi-authority key generation to
avoid escrow [19]; client applications, data owners, data consumers and enterprise applications
interact with the system through this layer.

6.2 End-to-end workflow

The end-to-end workflow proceeds in seven steps. (1) Registration.: devices and users obtain DIDs and
verifiable credentials, which are anchored on-chain [14,32]. (2) Upload: the data owner encrypts data under
a CP-ABE access structure, stores the ciphertext off-chain, and records its hash, location and policy via a
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smart contract [17]. (3) Request: a data user submits a signed request, optionally with a ZKP of the required
attributes [15]. (4) Decision: the policy contract evaluates Eq. (1) against on-chain attributes and contextual
trust scores and logs the decision. (5) Retrieval: an authorized user downloads the ciphertext, verifies its
hash and decrypts it locally, with proxy-assisted or outsourced decryption for constrained devices [17,36].
(6) Audit: auditors and owners verify access histories directly on the ledger. (7) Revocation: attribute or
user revocation is performed through contract state updates and key or ciphertext updates [20].

6.3 Self-adaptive policy enforcement

To support the continuous verification advocated by zero-trust approaches [4,11], CSDA-BT embeds a
self-adaptive control loop based on the monitor—analyse—plan—execute over shared knowledge (MAPE-K)
pattern (Figure 7). Access requests and responses from cloud users are monitored; behavioural and
contextual features are analysed, for example by federated models [12]; policy adjustments such as stricter
authentication or credential suspension are planned; and the resulting decisions are executed by smart
contracts. The open shared ledger, consensus, shared contracts and cryptography together form the
knowledge base, ensuring that every adaptation was itself transparent and auditable.
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Figure 7: Self-adaptive (MAPE-K) policy enforcement loop in CSDA-BT

6.4 Security considerations

CSDA-BT addresses the threat model of Section 3.4 through layered countermeasures. Against a curious
or compromised CSP, data remain encrypted under CP-ABE off-chain, while on-chain hashes expose any
tampering at retrieval time [17,26]. Collusion is prevented by binding user keys to unique identifiers, and
revoked users are excluded through contract state and key updates [20]. Compromised devices are contained
by DID-based authentication and behavioural monitoring in the MAPE-K loop [12,27]. Key escrow is
reduced by distributed or multi-authority key generation [19], replay and man-in-the-middle attacks are
mitigated by signed, timestamped requests, and availability is improved by the replication inherent to the
ledger and content-addressed storage. Residual risks include smart-contract vulnerabilities, oracle
manipulation and endpoint side channels, which require secure development and formal verification [31].

In deployment, a consortium of stakeholders, such as a hospital network or an industrial alliance, can
operate the permissioned ledger, while edge gateways execute policy caches and outsourced decryption.
Organizations subject to data-protection regulations are advised to keep personal data off-chain and record
only salted hashes and consent events on-chain, using redaction only as a controlled exception [7,37].

6.5 Recommended evaluation metrics

For consistent evaluation, the review recommends reporting the end-to-end access latency as the sum of
its components:
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4)

together with throughput (TPS), on-device computation and energy for key generation, encryption and
decryption as a function of the number of attributes, storage and gas overheads, and revocation cost.
Reporting these metrics on a common set of workloads would substantially improve the comparability of
future studies.

Taccess = Tauth + Tpolicy + Tconsensus + Tretrieval + Tdecrypt

Security evaluations also need to cover the complete system, including smart contracts, key
management, off-chain storage and clients, and learning components have to report false-positive rates and
adversarial robustness, since false denials of access can be as harmful as false grants in safety-critical loT
applications [11,12].

7. Open Challenges and Future Research Directions

Table 3 summarizes the main open challenges identified in this review, their root causes and the most
promising research directions, which are discussed below.

Table 3: Open challenges and future research directions

Challenge

Root cause

Promising directions

Refs.

Scalability and latency

Revocation and key
management

Resource-constrained
devices

Privacy of identities and
policies

Regulatory compliance

Smart-contract and oracle
security

Quantum threat

Evaluation and
interoperability

Global consensus on every
authorization; on-chain policy
evaluation

Attribute/user revocation requires
key and ciphertext updates; key
escrow

Pairing-based ABE and signatures
are costly for IoT nodes
Transparent ledgers expose metadata
and policies

Immutability conflicts with the right
to erasure

Vulnerable contract code; trusted
data feeds

ECC and pairing-based schemes are
vulnerable to quantum attacks
Heterogeneous metrics and
platforms; isolated chains

Permissioned and lightweight consensus,
sharding, edge/fog offloading, layer-2 channels

Access polynomials, distributed key generation,
multi-authority ABE

Outsourced/proxy decryption, ECC, lightweight
authentication

Policy hiding, ZKPs, DIDs/SSI, inner-product
encryption

Redactable blockchains, off-chain personal
data, auditable redaction

Formal verification, automated vulnerability
detection, secure oracles

Lattice-based ABE and post-quantum
signatures

Standard benchmarks, open datasets, cross-
chain identity and delegation

[16,23,24,39]

[19,20,37]

[17,28,36]
[10,11,14,15]
[7,37,38]
[31]

[13,33]

[3.9]

Scalability and latency. Consensus-based authorization adds delay that is unacceptable for time-critical
IoT control loops. Promising directions include permissioned or lightweight consensus [22,24], sharding
[16,23], and hierarchical designs in which edge or fog nodes enforce cached policies locally while the main
ledger records periodic commitments [18,29]. The security implications of distributing authorization state
across shards require dedicated analysis [39].

Revocation and key management. Revocation remains one of the most expensive operations in ABE-
based systems. Techniques that avoid re-keying non-revoked users [20] and distributed key generation that
removes escrow [19] are important advances, but efficient, immediate revocation for very large device
populations is still an open problem.

Resource-constrained devices. Many IoT nodes cannot execute pairing operations or store large keys.
Outsourced and proxy-assisted decryption [17,36], ECC-based constructions [28] and gateway-mediated
designs need to be evaluated on real hardware, with energy consumption reported explicitly.

Privacy and regulatory compliance. Public verifiability can leak who accessed what and when. Policy
hiding [10], ZKPs [15] and SSI [6,14] mitigate this risk, whereas redactable ledgers [37,38] and the
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separation of personal data from on-chain references reconcile immutability with erasure requirements [7].
Future work should combine these techniques with formal compliance models.

Smart-contract security and trust in AlL. Contract bugs can silently grant or deny access, so the
systematic use of verification and vulnerability-detection tools [31] needs to become standard practice.
Where machine-learning models influence decisions [12], robustness against poisoning and explainability
of decisions are essential.

Post-quantum readiness. Long-lived IoT data stored today can be decrypted by future quantum
computers. Lattice-based ABE [13] and quantum-resilient authentication [33] are promising, but their key
and ciphertext sizes and computational costs have to be reduced for IoT deployment.

Energy efficiency and sustainability. Battery-powered IoT devices and large validator networks both
consume energy, yet energy is reported far less often than computation time. Lightweight consensus
protocols such as PoA, DPoS and PoAh already reduce the energy cost of ledger maintenance compared
with proof of work [22-24], and edge-side enforcement reduces radio traffic from devices [18]. Future
studies should report device-level and network-level energy consumption jointly, so that the security
benefits of blockchain-based access control can be weighed against its environmental and operational cost.

Benchmarking and interoperability. The absence of common benchmarks hinders objective
comparison [3]. Community benchmarks based on the metrics in Eq. (4), open implementations, and cross-
chain identity and delegation mechanisms would accelerate the maturation of the field.

8. Conclusion

This review examines recent advances (2023-mid-2025) in blockchain-based data access control for
IoT-enabled cloud storage. By analysing 39 peer-reviewed studies, it proposes a six-dimensional taxonomy
spanning crypto-enforced access control, smart-contract policy enforcement, identity and authentication,
zero-trust and Al-assisted control, storage-layer services, and consensus and scalability. The comparative
analysis shows a clear convergence towards hybrid architectures that combine attribute-based encryption,
permissioned ledgers and off-chain storage, and it also reveals persistent gaps in scalability, revocation
efficiency, privacy, regulatory compliance, contract security, post-quantum readiness and evaluation
methodology. Building on these insights, it synthesizes the CSDA-BT reference architecture, which
integrates decentralized identity, cryptographic enforcement, on-chain policy logic, off-chain storage and a
self-adaptive MAPE-K loop into an end-to-end workflow. The taxonomy, the comparison, the reference
architecture and the research roadmap presented here are intended to help researchers and cloud service
providers design loT data platforms that are secure, scalable and affordable. Future work will instantiate
CSDA-BT on a permissioned ledger and evaluate it with the standardized metrics proposed in Section 6.
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