
 
 

International Journal of Theoretical & Applied Computational 

Intelligence  
https://ijtaci.com  

    

Research Article  

 

A Blockchain-Based Multi-Agent Security Framework for E-Commerce 

Systems 

Mohammed Hasan Ali1* and Muhammad Atif Rasheed2 

1Computer Techniques Engineering Department, Faculty of Information Technology, Imam Ja'afar Al- 

Sadiq University, Najaf, Iraq 
 2 Department at UofT: Business Transformation and Program Management  

University of Toronto, Canada. 

* Corresponding author Mohammed Hasan Ali (email.  mohammed.hasan@sadiq.edu.iq)  

https://orcid.org/0000-0001-7963-0918 

Received: 17/9/2025; Revised: 12/11/2025; Accepted: 26/11/2025; Published: 03/12/2025 

https://doi.org/10.65278/IJTACI.2025.15  

Abstract: Agent technologies have become a vital instrument in electronic 

communication networks, offering the potential to address key weaknesses in 

conventional e-commerce systems, enhance responsiveness to consumer 

preferences and personalization, and significantly improve the efficiency of 

online transactions. For instance, e-commerce platforms increasingly employ 

recommender agents to support upselling by analyzing customers' prior 

purchase history and recommending relevant complementary products in real 

time. Despite these advantages, multi-agent e-commerce platforms face 

persistent challenges, including knowledge vulnerability and unfair or 

fraudulent transactions, which continue to undermine trust in agent-based 

systems. To address these challenges, this article proposes a Multi-Agent 

Security Model for E-Commerce (MASM-EC), built on blockchain technology 

and leveraging its core properties of decentralization and enforcement to 

strengthen platform security. The proposed framework first examines the role 

of agent technologies in e-commerce and identifies the security risks inherent 

in their use. It then introduces an Executive System designed from a data-

storage perspective to manage transaction data securely, alongside a node-

verification methodology that validates the integrity of each stage of the agent 

transaction process. Experimental results demonstrate that the proposed 

MASM-EC framework is effective for securing multi-agent e-commerce 

platforms, offering a practical foundation for building trustworthy, blockchain-

based agent systems in online commerce. 
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1. Introduction 

E-commerce is expanding worldwide and, in recent times, has transformed the way people think and 

purchase. The fast evolution of e-commerce, particularly in China, has also substantially influenced 

productivity growth [1]. Chinese e-commerce data show that China's e-commerce activities totaled RMB 

34.81 trillion in 2019, with online retail sales of RMB 10.63 trillion, an annual rise of 16.5%, according to 

the Ministry of Commerce. E-commerce has accelerated the transformation of the retail sector and is 

currently one of the leading retail channels [2]. It has created additional opportunities and difficulties, 

particularly for small and medium-sized enterprises (SMEs). On the one hand, thanks to the benefits of e-

commerce, SMEs can set up their sales outlets without significant initial expenditure on e-commerce 

networks. On the other hand, wholesalers in e-commerce face new difficulties [3]. Capital deficiency is 

likely to arise in e-commerce, a significant challenge that many organizations face in managing their retail 

businesses. One explanation is that the vast audience of retailers contributes to a considerable increase in 

sales. As a result, increased inventory levels lead to more capital being tied up [4]. Second, e-commerce 

considerably accelerates the movement of commodities by removing intermediary links on the distribution 

route. The initial joint capital constraint has thus been transferred entirely to the final retailer [5].  

Because of their weak cash flow, this challenge is further widened for SMEs in e-commerce retailing. 

The inequality in the supply chain also increases the financial strain on small and medium-sized enterprises. 

SMEs sometimes have to accept adverse terms, such as advance payments or delivery delays with liability 

exemptions, to acquire supplies, particularly for critical enterprises [6]. This mismatch aggravates the 

working-capital deficit of SMEs, which can increase corporate risk. In the long term, capital scarcity 

spreads across the whole distribution chain, particularly in fluctuating environments [7]. It is therefore not 

unexpected that financing capital shortfalls has become a critical and prevalent method. Moreover, as the 

Internet proliferates, business data grow explosively and the communication network becomes increasingly 

complicated; conventional e-commerce procedures and accompanying technology face new difficulties, 

and their shortcomings become increasingly evident [8]. 

Customers cannot examine all online shops, assess relevant data, and decide reasonably. Mobile agents 

are an excellent e-commerce option for tackling this issue. Thanks to their portable and autonomous 

characteristics, mobile agents can roam over networks from one server to the next. Mobile agents perform 

many duties, such as data exploration, company information analysis, user purchasing, and appointment 

scheduling [9]. Agent-based e-commerce solutions, particularly for mobile consumers, are therefore more 

attractive. They also save consumers considerable time and substantially reduce transaction costs. For these 

reasons, complementary mobile agent technologies have been created for many purposes. Nevertheless, 

multi-agent e-commerce systems have continually relied on centralized control and fail to establish absolute 

equality, justice, and mutual trust. They do not adequately safeguard users' legal rights, dignity, and 

information security. It remains unclear how e-commerce operations can continue uninterrupted while 

customer data is protected [10]. 

This article proposes a blockchain-enabled multi-agent implementation platform to address such 

research problems. The aim is to arrange and manage resources, processes, and decisions using agent 

technologies through a cross-layered framework. The purpose is to link and coordinate all types of e-

commerce agents across their life cycles with a hybrid finite-state-machine-based smart contract. 

Furthermore, blockchain is combined with agent technologies to construct a MASM-EC system that offers 

a trustworthy operating environment for executing smart contracts more independently and effectively. 
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The remainder of the article is organized as follows. Section 2 presents the background of e-commerce 

systems. In Section 3, the proposed multi-agent security model for the e-commerce (MASM-EC) system is 

built and implemented. The software analysis and performance assessment of the proposed model are 

covered in Section 4. Finally, the conclusion and future scope are given in Section 5.  

2. The background of the e-commerce systems 

Blockchain technologies correspond precisely to the demands of e-commerce transformation. The 

technological and e-commerce blockchain sectors are, first and foremost, decentralized. The smart-contract 

properties of blockchain allow e-commerce customers to trade effectively everywhere. Second, the e-

commerce sector needs to keep all users and blockchain technologies connected across all domains. The 

blockchain can achieve practical cooperative independence; therefore, a third-party trust mechanism is not 

required to fulfill the diverse requirements of emerging e-commerce markets. 

In the investigation of blockchains, domestic and foreign academic institutions are now showing a 

growing trend. Domestic research focused mainly on finance and medicine. Taherdoost [11] reviewed how 

blockchain technologies protect the identification of patients' medical information and their personal 

privacy in healthcare systems. Cardenas-Quispe and Pacheco [12] implemented a hybrid blockchain 

prototype that stores and verifies academic degree records, protecting educational credentials against 

forgery. 

Blockchain implementation studies in international research showed a hundred flowers blooming and a 

hundred schools of thought contending. As the e-commerce business is highly competitive, blockchain 

studies have focused on e-commerce innovations. Chen et al. [13] developed ARS-Chain, a blockchain 

framework that shares sellers' reputation scores across e-commerce platforms while protecting buyers' 

privacy through anonymous signatures. Blockchain technology in the scoring system was also extended to 

secure online comments on merchant credentials [14]. This study presents a multi-agent e-commerce 

platform based on blockchain technologies and on their new properties, such as decentralization, tamper 

resistance, and transparency. Tackling the security issues of multi-agent e-commerce systems requires no 

intermediary trust mechanisms. Reputation is described as the combination of views that other agents have 

acquired. It is generally employed to shape the impression and anticipation of anyone's behavior based on 

prior encounters [14]. Reputation is, in general, viewed as a trustworthy indicator and a confidence-building 

component. A component of this kind is a motivation to behave well. It is therefore a beneficial side benefit 

in reputable systems that positively affect stock markets. 

Since its inception, trust and satisfaction processes have been seen as essential aspects of multi-agent 

system (MAS) design for reconciling competing ideas and choosing among viewpoints obtained from 

various news providers [15]. A line of work focusing on the construction of reputation systems has only 

recently emerged. Although some schemes did not cover the combination of reputational information, 

others were categorized according to news sources, such as first-hand experiences and knowledge from 

witnesses, which they utilized to generate trust or popularity [16]. Besides the accessibility and precision 

of reputation calculations, the legitimacy and consistency of these data are critical requirements for building 

a credible reputation process. 

Security-based, organizational, and social methods are the three approaches to controlling reputation. 

Security-based methods focus exclusively on protecting the validity of data through encryption. 

Organizational procedures involve a central authoritative body that monitors, supervises, and sanctions the 

activities of the actors [17]. If this body is hacked, the data become flawed and reputational calculations are 
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manipulated. Finally, social methods imply that agents can imitate other agents' actions and follow 

similarities that are not always relevant within human societies. In addition, the conditions stated above 

cannot be guaranteed [18]. 

"Blockchain technology" is a decentralized system that uses encryption algorithms to preserve a shared, 

unalterable, and accessible record and is based on a specific participation process and consensus algorithm. 

Data are organized into time-stamped blocks of cryptographically signed transactions transmitted by 

members [19]. 

A hash function is applied to the block contents, creating a unique block identifier that is saved in the 

next block. Possible changes in block contents are detected by hashing the block again and matching the 

result with the identifier stored in the following block. Every member replicates the blockchain and 

maintains it [20]. Members notice a fraudulent attempt to distort the data held in the register, thereby 

ensuring the immutability of the register. Some blockchains execute arbitrary programs, enabling the 

required functionality to be implemented in addition to these technologies. Blockchain networks are 

differentiated into unauthorized and authorized (public and private) networks. For example, if the identities 

of users are completely anonymous, the platform is unauthorized, so every customer can take part in the 

consensus procedure and thus add a new block to the ledger [21]. In comparison, in an authorized 

blockchain, the user's identity and privileges to take part in an agreement are managed by a membership 

service (adding to the register and confirming payments). 

A blockchain is public if everyone can read the ledger. In a permissioned blockchain, however, only 

preset users can agree and keep the record confidential if the membership or identification services control 

the right to read it [22]. It is worthwhile to explore all the benefits of MAS and the synergies with 

blockchain. There is a need to enhance safety in MAS (e.g., authenticity, access control, origin, 

transactional assurances, and information security). Blockchain could be the best way to improve MAS 

safety, and specific efforts have already been made to merge these two methods. For instance, Castelló 

Ferrer [23] described how a group of agents might agree on specific circumstances and record this 

agreement by integrating peer networking (e.g., an agent community) with cryptographic methods without 

requiring a central authority. Finally, the author examined the possible benefits and limits of integrating 

blockchain technology with MAS, using swarm humanoid robots as an illustration. 

Bottone et al. [24] developed a mathematical framework to overcome the constraints implied by using 

standard blockchain technologies in the block-free, fee-free, decentralized ledger technologies used in 

wireless communication, wearable technology, and cyber-physical platforms [25]. As a result, the 

verification time was reduced, and specific calculations were avoided. In addition, the system nodes were 

mapped to the components of a set of nodes (also related to entities). Nevertheless, data traceability was 

significantly increased if the system's functionality was blockchain-enabled.  

Blockchain technology (BCT) safeguards its records (ledgers) and their information. However, even 

though the methods listed above demonstrate the synergy between MAS and BCT, no reliable, efficient, 

and accessible design and implementation exists, and a question remains unresolved: at what level, and 

how, can MAS incorporate blockchain technologies appropriately? 

3. The proposed multi-agent security model for the E-Commerce (MASM-EC) system 

This article presents a bid-transaction architecture of hierarchically coupled bidders and security 

operations between sellers to conduct safe transactions between sellers and buyers and to encourage 
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decentralized e-commerce trading. It comprises essentially three levels: the user level, the agent level, and 

the blockchain layer. Each layer is described below. 

3.1 User level 

 The user level in this structure primarily contains consumers, sellers, and the platform operator, and 

customers can also be sellers when they have surplus goods after fulfilling their requirements. To 

complement every participant's information gathering and to address every individual need of customers 

for an e-commerce payment, the model suggests implementing sophisticated, intelligent devices at each 

consumer; these devices are mainly used to handle the consumer's transaction data and pass it to the top 

level to sort out the procedures of end users. Each smart device has an encryption component that encodes 

the data before distribution to protect integrity and confidentiality. 

3.2 Agent layer 

The conventional e-commerce platform uses a centralized control technique and responds according to 

the single point of the platform's command and judgment. The base station has difficulty interpreting the 

customizable needs of the various participants on the platform because of the significant management and 

operational burden in normal operating mode, which decreases the adaptability of platform operation and 

limits increases in volume. Owing to the high autonomy of agents, multi-agent networks can intelligently 

sense changes in the field setting and respond flexibly to working demands in a changing environment. Its 

fundamental structure is that every lower-level agent has full cognition and acts independently. Numerous 

lower-level agents comply with the orders of a higher-level agent to synchronize the entire action. MAS 

combines the benefits of a distributed system platform with this architecture. 

In the model described in this study, the agent layer performs a connecting role. This article proposes to 

utilize hierarchical multi-agent technologies to coordinate the information processing of the participants, 

adapting to the features of sellers on the platform and to the elements of blockchain. Each end user has 

several agents, notably Buyer Agents (BA), Seller Agents (SA), and Platform Agents (PA), which have 

various functionalities.  

The BA requests the Market Agent (MKA) while the SA delivers its state variables. MKA should present 

the purchase need and a proper producer bargaining technique to the market system. This means that MKA 

can begin trading activities using user-specific rules to complete the sales process or the process by which 

the user buys goods. Upon completion of the MKA process, both parties operate on the network based on 

e-payment and keep records of each payment on the blockchain to guarantee a stable and safe transfer. 

3.3 Blockchain level 

The e-commerce market has a clearly defined scope and consumer base. Therefore, it is appropriate to 

provide a permission model for entering the blockchain system in a trusted environment. E-commerce 

transactions frequently entail vast quantities of small and frequent operations, and hence hardware 

investments, wasted mining effort, and payment confirmation fees are not insignificant. There are 

insuperable difficulties with cryptocurrencies. First, transactional efficiency is low, and only around seven 

payments per second can be supported over the whole BCT system. Second, there is no assurance of 

transaction security. Ultimately, a massive waste of resources results from the mining method required to 

establish an agreement. This article therefore suggests that a permissioned blockchain be used as the 

transactional platform. 
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Figure 1: The proposed MASM-EC system's layered architecture 

The layered architecture of the proposed MASM-EC system is shown in Figure 1. It has three layers, 

namely the user layer, the agent layer, and the blockchain layer. The functions of each layer are explained 

above. In addition, it provides member administration features in comparison with other support. The 

concept is based on the issuance of certificates by a trusted organization, the Certificate Authority (CA). 

Consequently, any member uses the network only after presenting the relevant certificate to confirm 

identity. This allows users to oversee the establishment of a regional e-commerce marketplace. In addition, 

each peer node connecting to the shared ledger holds a copy of the ledger. 

The register comprises two sections: the blockchain and the world state. The Block Part includes all 

transactional details, and only the query adds or subtracts. The State Segment keeps the latest value in the 

transactional log for all variables' functional dependencies. Therefore, transactions with Hyperledger Fabric 

are concluded, and the parameters are recorded to guarantee system security and dependability. 

Due to the flexible adaptability of the MAS agent level, additional users and associated facilities can be 

introduced dynamically without modifying other infrastructure, as a comprehensive examination of the 

template presented in this article shows. Furthermore, the blockchain level is also connected to the networks 

by the peer nodes responsible for overseeing transaction records. The model offered in the study can 

therefore be expanded to micro-group operations. 

Generally, sellers profit more from behavioral economics in a market economy setting. In the 

conventional game contest, the transactions of other e-commerce sellers must await the uniform publication 

of the trade center. A marketplace platform based on blockchain technologies, openness, and information 

provenance turns competitive pressure into a trustworthy, non-central, dependency-free system that reacts 
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rapidly to market knowledge, saves time, and improves knowledge transfer. In other respects, the MKA 

agent level can rapidly compute the proper bidding technique and enhance the system's effectiveness. 

3.4 Multi-agent framework 

A multi-agent framework is needed to arrange these agents according to blockchain actors in order to 

meet business requirements in e-commerce. The system design takes two issues into account. First, in light 

of the simplicity of decentralized creation and use, the fundamental enabling and general functional needs 

of blockchain agents should be separated and effectively encapsulated. Furthermore, sensitive information 

should be appropriately segregated among users with potential conflicts. 

MAS constructs five essential functions. The smart contract system is responsible for defining, 

configuring, and executing agreements. It connects with the cryptographic protocol product lifecycle. The 

blockchain services are based on two elements of blockchain administration. On the macro side, network 

administration is carried out. The Channel Customization Plan can divide blockchain networks into multi-

channel networks among two or more particular agents for privacy and confidentiality data isolation. The 

messaging transport services provide a means for synchronizing message transmission between entities. 

They use two types of message sending: peer-to-peer and public release. 

The peer-to-peer design is developed for business logic management and agent interactions, in which an 

agent transmits only to the targeted agent using the Agent Communication Language (ACL). Publish-

subscribe patterns are utilized for agent blockchain activities because many other agents generally require 

an agent's information, notably during the consensus algorithm for decentralized directories. At the micro 

level, blockchain companies handle the distributors' ledger specifically. 

The transaction service offers agents transaction processes, including the transactions' contents, formats, 

and concepts. The Agreement Service provides a precise method of consensus. The trade is transacted by 

the agent and executed according to the selected kind of algorithm and its parameters. Agents are based on 

the Foundation for Intelligent Physical Agents (FIPA) standards. The agent administration system manages 

all agents, including forming, registering, and removing agents during the life cycle. Moreover, an index of 

the agents officially registered in MASM-EC is maintained. The database enables agents to publish to, find, 

and contact the "yellow page" centralized database. 
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Figure 2: The process flow of the proposed MASM-EC system 

The workflow of the proposed MASM-EC system is shown in Figure 2. First, it receives information 

from the users, such as suppliers and consumers. Both have multiple agents. Then, based on the agents on 

the supplier and consumer sides, the smart agreement is created. Finally, based on the consumer's 

requirement, the product is shipped, and the payment is received once the seller confirms the order. The 

Agent Participant Solution is intended as a digital identity management service for agents, and it enables 

individual agent registration and lays out rules and lists for subscription network access. The agent library 

provides two kinds of library products. One is the operator's library service. It produces a driver that poses 

a considerable challenge for the agent via compilation based on client kernels and equipment characteristics. 

The second kind offers an agent-loadable plugin service package for method expansion. 

For agent and library durability, the agent library is utilized. It should be responsible for certificate 

purchase, renewal, and cancellation. In addition, it is used to provide dealers' registration and transaction 

certificates. The interoperable service enables communication with actors that are inaccessible to external 

content. It uses semantic understanding to autonomously convert protocols, codecs, and commands in 

communications between heterogeneous distributed applications. On average, MASM-EC can perform a 

blockchain transaction in five stages. 
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3.5 Transaction proposal 

The applicant representative creates a proposal for implementation and delivers it to each supporter 

required in MASM-EC. 

3.5.1 Endorsement 

Each supporter can execute a smart contract based on the proposal and respond to the implementation 

autonomously with a signature that includes the destination agent. 

3.5.2 Response collection and submission 

After many approved execution replies have been obtained, the application officer inspects those 

responses. If the test results succeed, a transaction is generated with such answers, and the operation is sent 

to the ordering agents (OA). 

3.5.3 Ordering 

Many application agents accept payments and arrange these applications into blocks. 

3.5.4 Validation and commit 

The API supplies blocks for verification to all generic agents (GA). The verified blocks are placed in the 

directory. 

3.6 Bidding method 

Sellers can optimize their earnings through innovative bids on the e-commerce market. Concerning 

individual privacy protection, some manufacturers do not like to disclose their true, valuable information. 

Their bids are defined as a non-cooperative, incomplete-information game. This article follows the 

following hypotheses before establishing the trading model. In the market trading center, the data of each 

seller are generated, and the costs of other sellers are fundamentally the same. Sellers need not know the 

costs of other sellers, only their own production costs.  

• Sellers are neither interdependent nor cooperative. 

• The entire market supply corresponds to demand, i.e., the equilibrium of producers and consumers. 

Considering that there are N sellers in the present marketplace, each seller knows only its own costs. A 

seller knows how wide a variety of bidding sellers is available based on history and estimates the probability 

distribution of rivals from disseminated information. Assuming that seller x is cost-effective, the cost of the 

seller is denoted in Eq.  (1) 

 

𝐶(𝑓𝑥) = 𝑝𝑥𝑓𝑥
2 + 𝑞𝑥𝑓𝑥 + 𝑟𝑥    (1) 

Where 𝑓𝑥 is the production of seller x, 𝐶(𝑓𝑥) is the overall x, 𝑝𝑥, 𝑞𝑥, and 𝑟𝑥 seller costs are variables of 

ongoing cost. The benefit function of the seller is denoted in Eq.  (2) 

𝜑(𝑓𝑥) = 𝜇𝑓𝑥 −
𝐶(𝑓𝑥)

𝑥
      (2) 

Where 𝜇 is the current price of goods, seller x is considered to have several types, and every type relates 

to a cost-production process 𝐶(𝑓𝑥). Here, 𝑓𝑥represents the input function. The forecast of the likelihood of 

other sellers, brought closer to the actual possibility in order to aggregate the risk dispersion, is expressed 

in Eq.  (3) 
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𝑓𝑥𝑦
𝑝𝑞 = 𝑓(𝐶𝑦

𝑞|𝐶𝑥
𝑝) =

𝑓(𝐶𝑦
𝑞

)𝑓(
𝐶𝑦

𝑞

𝐶𝑥
𝑝)

𝑓(𝐶𝑥
𝑝

)
      (3) 

𝑓𝑥𝑦
𝑝𝑞

 indicates a likelihood condition. The probability under seller 𝑦 type 𝑚 cost feature is re-evaluated 

whenever the differential equation of type n is chosen for seller x. 𝑓(𝐶𝑦
𝑞) indicates the latest probability of 

picking the type q objective functions of seller y. The likelihood function of 𝑓(𝐶𝑦
𝑞|𝐶𝑥

𝑝) is calculated using 

previous transaction information. For example, taking seller 0 and allowing the specified functional form 

to be type 1, the cost pattern is defined in Eq.  (4) 

𝐶(𝑓0) = 𝑝0𝑓0
2 + 𝑞0𝑓0 + 𝑟0                  (4) 

𝑝0, 𝑞0, and 𝑟0 seller costs are variables of ongoing cost for the zeroth seller. The input function of the 

seller position is denoted 𝑓0. Then the cost of the next seller is denoted in Eq.  (5) 

𝐶(𝑓0)̂ = ∑ 𝑝𝑥
𝑘𝐶𝑥

𝑘(𝑓𝑥)𝑛
𝑘=0        (5) 

The cost function of the seller x at a kth time is denoted as 𝐶𝑥
𝑘, the input function is denoted 𝑓𝑥, the 

transactional security level is denoted 𝑝𝑥
𝑘.  

 

Figure 3: Image-based depiction of 𝐶(𝑓0)̂ 

Figure 3 is a visual illustration of the expression 𝐶(𝑓0)̂. It employs the benefit-cost analysis, input-output 

analysis, and safety level to calculate the cost. The simulation has transformed from a biased-information 

game to a comprehensive information model based on the Harsanyi transition. The Nash equilibrium is 

used to solve this complete-information game. The benefit function of the seller x is denoted in Eq.  (6): 

𝜑(𝑓𝑥) = 𝜇𝑓𝑥 − ∑ 𝑝𝑥
𝑘𝐶𝑥

𝑘(𝑓𝑥)𝑛
𝑘=0 = 𝜇𝑓𝑥 −  𝑝𝑥̂𝑓𝑥

2 + 𝑞𝑥̂𝑓𝑥 + 𝑟𝑥̂               (6) 

The cost function is denoted as 𝐶𝑥
𝑘, the input function is denoted 𝑓𝑥, the transactional security level is 

denoted 𝑝𝑥
𝑘. 𝑝̂𝑥, 𝑞̂𝑥, and 𝑟̂𝑥 seller costs are variables of ongoing cost. μ is the unit price. The differential 

function of the beneficial process is denoted in Eq.  (7) 

𝑑𝜑(𝑓𝑥)

𝑑𝑓𝑥
= 𝜇 − [2𝑝0𝑓0 + 𝑞0]     (7) 

The seller variables are denoted 𝑝0 𝑎𝑛𝑑 𝑞0. The unit price is indicated 𝜇. The symbol indicates the input 

function 𝑓0. According to supply-and-demand balancing assumptions, the overall output E of all sellers is 

defined by the time forecast of the market. The total supply is denoted in Eq.  (8) 
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𝐸 = 𝑓0 + 𝑓1 + ⋯ + 𝑓𝑀−1     (8) 

The incoming data function is denoted 𝑓𝑥. The estimation of the other seller parameters for the seller 0 

gains and its optimal bidding price is denoted in Eq.  (9) 

𝑓0 = 𝐸 +
∑

𝑞𝑥̂
2𝑝𝑥̂

𝑀−1
𝑘=1

1+∑
𝑝0
𝑝𝑘

𝑀−1
𝑘=1

     (9) 

𝑝̂𝑥, 𝑞̂𝑥, and 𝑟̂𝑥 seller costs are variables of ongoing cost. The variable of seller 0 is denoted 𝑝0. The total 

supply is denoted E. The anticipated value of the seller 0's variable costs value can be determined using the 

objective functions. The cost of the seller 0 is represented in Eq.  (10) 

𝜇0 = 𝜇 =
𝑑𝐶(𝑓0)

𝑑𝑓0
= 2𝑝0𝑓0 + 𝑞0     (10) 

Therefore, 𝜇0, 𝑓0 is the optimal seller 0 pricing model. The cost function is denoted 𝜇. The variable of 

seller 0 is denoted 𝑝0 𝑎𝑛𝑑  𝑞0. 

3.7 Electronic trade simulation model 

This article proposes a multi-agent electronic trading system using blockchain, comprising three entities: 

user, agent, and network. The development of e-commerce platforms based on blockchain is shown in 

Figure 4. 
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Figure 4: The developmental architecture of the Blockchain-based e-commerce platform 

If a seller sells items on the system, the seller needs to establish an agent providing the product's price, 

minimum quantity, number, and more comprehensive details. For example, suppose the purchaser seeks 

quotations for specific products. In that case, the inquiry is transmitted to the provider part of the center, 

which replies with the purchaser's list of provider web pages. The trade center creates several buyer agents 

and sends each agent to every site on the list. The customer agent collects the quotation from each site 

provider's agent and chooses the dealer based on comparison shopping. 

After selecting the chosen goods, the customer can then discuss the price, volume, and shipping method 

with the selling agent. The e-commerce platform creates a consensus protocol based on the cryptographic 

certificates of the seller and the purchaser until the agreement is entered. Then, the smart contract is 

submitted to the relevant product characteristic block for validation. If all units are properly checked, they 

can be sent under the specified terms and conditions. When the purchaser receives the items and the 

confirmation is valid, electronic money is paid directly from the purchaser's cryptographically signed 

account to the company account. All data from the transaction are captured in the blockchain flowing node. 

If sellers and buyers disagree about the purchase, they can involve a notary, a trusted third party, to address 

the matter. 



            

International Journal of Theoretical & Applied Computational Intelligence Vol. 2025 

 

239 

 

The e-commerce system has created a reputation points system for every customer, which allows every 

user to give anonymous feedback on the users who have transacted with them, in order to maintain the 

impartiality and reliability of notaries. The more reward digital money that customers with higher points 

hold, the better the trustworthiness of the notary. However, if a notary is reported by other customers for 

misuse and the report is confirmed, the notary is banned and a very hefty fine is levied. The registrar of 

each transaction should be selected jointly by the purchaser and the vendor to avoid circumstances in which 

the registrar favors either party. 

In the event of disagreements over the value of the transaction, the notary should check the software 

application and establish a multi-signature virtual currency account. Each party holds a secret key, and the 

account can be accessed only when all three agree. Then, following the contractual conditions, the purchaser 

transfers the virtual money to the multi-signature account. If the seller accepts the buyer's payment 

notification, the seller delivers the items, and the buyer obtains information about shipping the goods. After 

confirming the supplier's invoice, the purchaser immediately processes the payment from the multi-

signature account to the vendor. 

4. Software analysis and performance evaluation 

An empirical case study showing the associated technologies is undertaken to validate the proposed 

MASM-EC system and to assist the e-commerce deployment of capital-constrained SMEs. The first step is 

to outline the present operational problems and to explain and construct the testing scenario. Then, the 

working prototype of the MASM-EC system is further improved and deployed for inspection and 

assessment to enable a flexible inventory commitment model. Finally, this exploratory, descriptive study is 

summarised through comparisons and commentary. 

 

 

Figure 5(a): Analysis of simulation results using the existing SVM model (output: power consumption in W) 
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Figure 5(b): Analysis of the proposed MASM-EC system's simulations 

The analysis of the simulation results for the current SVM model and the proposed MASM-EC system 

is illustrated in Figures 5(a) and 5(b). Different security levels are considered in the simulation analysis. 

The cost function and the profit at each security level are studied for both the current system and the 

proposed MASM-EC system. The results show that the proposed MASM-EC system utilizes significantly 

less power thanks to its simpler architecture and produces a higher security level thanks to the blockchain 

architecture. As the security level increases, the respective cost also increases. 

Table 1: Transaction throughput analysis of the proposed MASM-EC system 

Block size (B) 4 agents 

(texts/sec) 

8 agents 

(texts/sec) 

200 120 167 

400 248 298 

600 532 694 

800 687 997 

1000 982 1865 

3000 1658 2987 

6000 2154 3984 

10000 6782 8274 

An evaluation of the MASM-EC system's transaction throughput is shown in Table 1. For the simulation 

analysis, the block size of the blockchain architecture is varied from a minimum of 200 bytes to a maximum 

of 10000 bytes. The respective throughput for four and eight agents is analyzed and tabulated. As the block 

size increases, the server can send more data at the same time, so system performance improves in terms of 

higher throughput. In addition, system throughput grows with the number of agents. 
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Figure 6(a): Throughput analysis of the proposed MASM-EC system 

 

Figure 6(b): Evaluating the MASM-EC system's projected latency 

The throughput analysis and latency analysis of the proposed MASM-EC system are shown in Figures 

6(a) and 6(b). The simulation analysis of the proposed MASM-EC system is performed by varying the 

block size of the blockchain. The simulation outcomes, such as the throughput and latency of the proposed 

MASM-EC system, are analyzed for 4 and 8 agents. As the block size increases, the respective throughput 

and latency increase. The throughput increases because the same number of blocks contains more 

information, and the system's end-to-end latency increases due to each block's larger size. 
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Table 2: Analyzing the accuracy and reliability of the proposed MASM-EC system 

Block size (B) 4 agents 

(%) 

8 agents (%) 

200 86 88 

400 87 92 

600 89 94 

800 91 95 

1000 92 96 

3000 93 97 

6000 94 98 

10000 97 98 

 

Table 2 shows an evaluation of the MASM-EC system's accuracy. The proposed MASM-EC system is 

examined for different block sizes with 4 and 8 agents, and the accuracy data for each case are tabulated. 

The accuracy of the proposed MASM-EC system improves as the block size grows. This is because, when 

the block size increases, the blockchain has stronger security algorithms and a higher data rate. As the 

number of agents increases, the agents enhance connectivity and the security level, which results in higher 

performance of the proposed MASM-EC system. The accuracy and precision analyses of the proposed 

MASM-EC system are shown in Figures 7(a) and 7(b), respectively. The simulation results are studied and 

shown, including the accuracy and precision of the proposed MASM-EC system with block size. As the 

block size grows, the outcome of the proposed MASM-EC system also increases. With the help of 

blockchain and the multi-agent model, the proposed MASM-EC system enhances its performance. 

In this stage, the proposed MASM-EC system is developed, tested, and assessed. The simulation results, 

such as accuracy and precision, are evaluated for the proposed MASM-EC system and compared with the 

current models. The results exhibit the better performance of the proposed MASM-EC system. 

 

 

Figure 7(a): Analysis of the proposed MASM-EC system's accuracy 
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Figure 7(b): Analysis of the proposed MASM-EC system precision 

5. Conclusion and future scope 

This article presents a multi-agent security model for the e-commerce (MASM-EC) system based on 

blockchain technologies. This technological innovation is mainly apparent in the use of decentralized 

storage devices. The system validation node accomplishes data storage using a consensus technique and 

utilizes double SHA256. Hashing is coupled with an encryption method to process the transactional data. 

It prevents tampering with the secure and trusted trading procedure to ensure the legitimacy of transactional 

data. Simulation analysis and verification of the leading technology and key algorithms are included in this 

technique. The test findings demonstrate that blockchain technologies efficiently resolve security issues in 

e-commerce platforms with many agents.  

This article has several deficiencies in the method. The method is less effective in attaining total 

decentralization. For instance, a lot of data must be stored redundantly in every distributed node, which 

occupies a vast storage area and leads to inefficiencies in the query and validation of the data. A "partial 

decentralization" or "multi-centered" networking architecture could be created to provide data protection 

and significantly increase the process's effectiveness. There is also a security concern with blockchain data. 

This research utilizes a better method for the service agreement. Even though the security algorithm 

includes the transaction signature authentication protocol and data security is much enhanced, the 

possibility of this safety hazard remains. Consequently, additional study and development are necessary for 

the protection and efficacy of the consensus process. 
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